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W
ha

t evid
ence m

ight be found
 on a

 
M

obile telephone?

M
O

BILE 
TELEPHO

N
E

C
O

N
TA

C
TS

C
A

LL 
D

A
TA

M
ESSA

G
ES

C
ELL SITE

SEA
RC

H
 

HISTO
RY

N
O

TES

C
A

LEN
D

A
R 

EN
TRIES

LO
C

A
TI

O
N

 
HISTO

RY

PHO
TO

G
RA

PH
S

SO
C

IA
L 

M
ED

IA

u
Increasingly rich source of personal 
d

ata;
u

Som
e d

ata the ow
ner of the m

obile 
telephone w

ont even realise is being 
stored

;
u

Received
 d

ata as w
ell as sent; 

personal inform
ation relating not only 

to the ow
ner but also to others w

ho 
have been in contact w

ith them
.

u
Tension betw

een progression of 
“reasonable lines of enquiry” and

 Right 
to Privacy
u

Susp
ects a

nd
C

om
p

la
ina

nts / W
itnesses



D
ISC

LO
SURE: The elepha

nt in the room

“…
fo

r a
n inve

stig
a

tio
n to

 p
ro

c
e

e
d

 a
nd

 
b

e
 fa

ir fo
r b

o
th c

o
m

p
la

ina
nt a

nd
 

susp
e

c
t, a

ll re
a

so
na

b
le

 line
s o

f e
nq

uiry 
m

ust b
e

 p
ursue

d
. This is no

t ne
w

 a
nd

 
the

 p
o

lic
y ha

s no
t c

ha
ng

e
d

 -m
o

b
ile

 
d

e
vic

e
s w

ill no
t b

e
 ne

e
d

e
d

 in e
ve

ry 
c

a
se

 -b
ut w

he
n the

y a
re

, the
re

 is 
e

xp
lic

it g
uid

a
nc

e
 tha

t o
nly m

a
te

ria
l 

re
le

va
nt to

 a
 p

a
rtic

ula
r o

ffe
nc

e
 m

a
y 

b
e

 p
ursue

d
, to

 m
inim

ise
 unne

c
e

ssa
ry 

intrusio
n. This a

p
p

lie
s to

 a
ll o

ffe
nc

e
s 

a
nd

 is no
t re

stric
te

d
 to

 a
lle

g
a

tio
ns o

f 
se

xua
l o

ffe
nd

ing
.”

C
PS, “H

anding over m
obile phone 

data in rape prosecutions” –
29 A

pril 
2019
https://w

w
w

.cps.gov.uk/cps/new
s/ha

nding-over-m
obile-phone-data-rape-

prosecutions



R v. LIA
M

 A
LLA

N
 [2017]



PO
LIC

E &
 C

PS A
PPRO

A
C

H
 TO

 
D

ISC
LO

SURE

u
“TH

E TH
REE R’S”: Retrieve, Reta

in, Report

u
C

PIA
 1996

u
A

TTO
RN

EY G
EN

ERA
L’S G

UID
A

N
C

E : A
 thinking exercise, not a

 box ticking exercise.  

https://a
ssets.publishing.service.gov.uk/governm

ent/uploa
d

s/system
/uploa

d
s/a

tta
chm

ent_d
a

ta
/file/262994/A

G
_D

isclosure_G
uid

elines_-

_D
ecem

ber_2013.pd
f

u
C

PS G
UID

A
N

C
E : http

s://w
w

w
.cp

s.gov.uk/lega
l-guid

a
nce/d

isclosure-guid
elines-com

m
unica

tions-evid
ence

u
C

O
N

SEN
T FO

RM
 FO

R C
O

M
PLA

IN
A

N
TS: http

s://w
w

w
.np

cc.p
olice.uk/d

ocum
ents/N

PC
C

%
20FIN

A
L%

20C
O

N
SEN

T%
20v1.2.p

d
f

u
If C

o
m

p
la

ina
nt’s re

fuse
 to

 g
ive

 the
ir c

o
nse

nt, this re
fusa

l m
ust b

e
 d

isc
lo

se
d

 to
 the

 d
e

fe
nc

e
; a

nd
 m
ay

re
sult in the

 c
a

se
 b

e
ing

 b
ro

ug
ht to

 a
n e

nd
 b

y the
 C

ro
w

n.

u
N

A
TIO

N
A

L D
ISC

LO
SURE IM

PRO
V

EM
EN

T PLA
N

: http
s://w

w
w

.cp
s.gov.uk/sites/d

efa
ult/files/d

ocum
ents/p

ub
lica

tions/N
a

tiona
l-D

isclosure-Im
p

rovem
ent-Pla

n-M
a

y-

2018.p
d

f



D
ISC

LO
SURE:

W
ha

t a
re w

e entitled
 to a

sk for?



R v E [2018] EW
C

A
 2426 (C

rim
)



Releva
nt proced

ure

D
ISC

LO
SURE

u
Ea

rly enga
gem

ent w
ith Police and

/or C
PS in w

riting.  
C

an b
e a

s ea
rly a

s cha
rge.

u
Stage 1 -Prim

ary d
isclosure.  If telep

hone evid
ence is 

not d
isclosed

, it should
 a

t least ap
p

ea
r on the M

G
6C

 
Sched

ule of unused
 m

a
teria

l.
u

Stage 3 -Second
a

ry d
isclosure: d

efence statem
ent 

w
ill need

 to ha
ve outlined

 w
ha

t is sought.
u

Stage 4 -Section 8 a
p

p
lication.

u
D

isclosure m
ana

gem
ent d

ocum
ents. 

u
If all else fa

ils, ab
use of p

rocess / ap
p

lication to 
exclud

e und
er s.78 PA

C
E 1984

SERV
IC

E
u

Early engagem
ent w

ith Police and
/or C

PS in w
riting.  

C
an b

e as early as charge.
u

Stage 1 -Service of Prosecution case.
u

N
A

E
u

A
p

p
lication for d

irection from
 C

ourt und
er C

PR 3.5 for 
service of the evid

ence.
u

N
O

TE: These argum
ents are often conflated

 w
ith 

d
isclosure argum

ents.  They are a sep
arate issue; b

e 
sure to m

ake that clear.
u

If all else fails, ab
use of p

rocess / ap
p

lication to 
exclud

e und
er s.78 PA

C
E 1984



SERV
IC

E O
F TELEPH

O
N

E EV
ID

EN
C

E

C
O

M
M

O
N

 ISSUES
u

PO
LIC

E O
FFIC

ER SC
HED

ULES
u

EXTRA
C

TS 
u

EXPERT REPO
RTS

W
HY THIS IS IM

PO
RTA

N
T

u
N

O
T JUST A

BO
UT LG

FS.
u

D
UTY TO

 C
LIEN

T
u

O
V

ERRID
IN

G
 O

BJEC
TIV

E / 
C

A
SE M

A
N

A
G

EM
EN

T
u

A
RTIC

LE 6 RIG
HT TO

 A
 FA

IR 
TRIA

L



SERV
IC

E O
F EV

ID
EN

C
E: KEY C

A
SES

u
R V

 BO
A

RD
M

A
N

 [2015] 1 C
R. A

PP. R. 33

u
LO

RD
 C

HA
N

C
ELLO

R V
 ED

W
A

RD
 HA

YES LLP [2017] 1 C
osts L.R. 147

u
LO

RD
 C

HA
N

C
ELLO

R V
 S.V

.S. SO
LIC

ITO
RS [2017] EW

HC
 1045 (Q

B)



R v. BO
A

RD
M

A
N

[2015] 1 C
R. A

PP. R. 33

u
Jud

ge in the C
row

n C
ourt exclud

ed
 telep

hone evid
ence und

er s.78 PA
C

E 1984 ra
ther tha

n a
d

journing 
tria

l for 8 m
onths b

eca
use the C

row
n ha

d
 fa

iled
 to serve telep

hone evid
ence until shortly b

efore the 
d

a
y of tria

l w
hich then necessita

ted
 a

 d
efence a

p
p

lica
tion to a

d
journ for the instruction of their ow

n 
exp

ert. 
u

C
O

A
 up

held
 the d

ecision.
u

But a
lso found

 it necessa
ry to “sound

 notes of w
a

rning”: it w
ould

 b
e p

erfectly op
en to the court to 

reject a
 com

p
la

int of p
rejud

ice to the d
efend

a
nt if the d

efence fa
il to b

ring fa
ults of this na

ture to the 
a

ttention of the court in a
 tim

ely m
a

nner w
hen there is still sufficient tim

e for the court to d
o som

ething 
a

b
out it. 

u
C

rim
ina

l Pra
ctice D

irections 2015 A
m

end
m

ent v9 [2019] EW
C

A
 C

rim
 1603:

u
24C

.21 &
 24C

.22: Fa
ilure to serve evid

ence in tim
e.

u
H

ow
ever: 24C

.13:
“W

he
re

 a
 p

a
rty ha

s b
e

e
n a

t fa
ult, d

id
 the

 o
the

r p
a

rty, if a
w

a
re

 o
f it, d

ra
w

 a
tte

ntio
n to

 tha
t 

fa
ult p

ro
m

p
tly a

nd
 e

xp
lic

itly? C
rim

PR
1.2(1)(c

) im
p

o
se

s a
 c

o
lle

c
tive

 re
sp

o
nsib

ility o
n p

a
rtic

ip
a

nts p
ro

m
p

tly to
 

d
ra

w
 a

tte
ntio

n to
 a

 sig
nific

a
nt fa

ilure
 to

 ta
ke

 a
 re

q
uire

d
 p

ro
c

e
d

ura
l ste

p
.” 



L.C
. v. ED

W
A

RD
 H

A
YES LLP 

[2017] 1 C
osts L.R. 147

u
A

n appeal by the LC
 to the High C

ourt (Q
BD

) against the d
ecision of C

osts Jud
ge Row

ley.  High 
C

ourt upheld
 the d

ecision. 

u
C

oncerned
 w

hether if the C
row

n has served
 extracts from

 a m
obile telephone d

ow
nload

, the 
rem

aind
er of the d

ow
nload

 is evid
ence for the purpose of PPE. 

u
Para 12, 20 &

 24.

u
In short: the d

ow
nload

 enables d
efence to see the extracted

 d
ata in context; as w

ell as check 
the veracity of the extracted

 d
ata relied

 upon by the C
row

n. 



L.C
. v. S.V

.S. SO
LIC

ITO
RS 

[2017] EW
HC

 1045 (Q
B)

u
The “Filing C

a
b

inet” ca
se.

u
Pa

ra
 44: The role of the d

efence law
yer is not sim

p
ly to com

p
are the sched

ule w
ith the raw

 d
ata and

 confirm
 it is 

a
ccura

te; a
lso need

 to check that d
ata ha

s not b
een om

itted
 to ensure a fair p

resentation of the evid
ence. 

u
Pa

ra
 46: …

if a filing ca
b

inet is seized
 b

y the p
olice, b

ut found
 to contain only one file w

hich is relevant to the case, 
tha

t one file m
ay b

e exhib
ited

 and
 the rem

aining files trea
ted

 a
s unused

 m
aterial; and

 the sam
e m

ay ap
p

ly w
here 

the p
olice seize a

n electronic d
atab

ase rather than a p
hysica

l filing cab
inet. Sub

-d
ivision of this kind

 m
ay b

e 
p

rop
er in rela

tion to the d
a

ta
 recovered

 from
, or relevant to, a m

ob
ile p

hone: if for exam
p

le one p
articular 

p
la

tform
 w

as used
 b

y a
 susp

ect solely to com
m

unicate w
ith his young child

ren, on m
atters of no conceivab

le 
relevance to the crim

ina
l ca

se, it m
ay b

e p
rop

er to exclud
e that p

art of the d
ata from

 the served
 exhib

it and
 to 

trea
t it a

s unused
 m

a
teria

l. But it se
e

m
s to

 m
e

 tha
t suc

h situa
tio

ns w
ill no

t a
rise

 ve
ry o

fte
n, b

e
c

a
use

 e
ve

n in the
 

e
xa

m
p

le
 I ha

ve
 g

ive
n, fa

irne
ss m

a
y d

e
m

a
nd

 tha
t the

 w
ho

le
 o

f the
 d

a
ta

 b
e

 se
rve

d
, fo

r e
xa

m
p

le
 in o

rd
e

r to
 e

na
b

le
 

the
 d

e
fe

nc
e

 to
 se

e
 w

ha
t o

the
r use

 the
 d

e
fe

nd
a

nt w
a

s m
a

king
 o

f his p
ho

ne
 a

ro
und

 the
 tim

e
s o

f c
a

lls w
hic

h a
re

 
im

p
o

rta
nt to

 the
 p

ro
se

c
utio

n c
a

se
. The key p

oint, as it seem
s to m

e, is that if the p
rosecution d

o w
ish to rely on a 

sub-set of the d
ata

 ob
tained

 from
 a p

a
rticular source, it w

ill often b
e necessary for all of the d

ata from
 that source 

to b
e exhib

ited
 so tha

t the p
arts on w

hich the p
rosecution rely can fairly b

e seen in their p
rop

er context.



W
H

A
T C

H
A

N
G

ES M
IG

H
T W

E SEE IN
 TH

E 
FUTURE?

u
A

ttorney G
eneral’s Review

: http
s://w

w
w

.gov.uk/governm
ent/p

ub
lications/review

-of-the-efficiency-a
nd

-
effectiveness-of-d

isclosure-in-the-crim
inal-justice-system

u
Intro

d
uc

tio
n o

f a
 “re

b
utta

b
le

 p
re

sum
p

tio
n” in fa

vo
ur o

f d
isc

lo
sure

 o
f c

e
rta

in d
o

c
um

e
nts fre

q
ue

ntly d
isc

lo
se

d
. 

u
G

re
a

te
r use

 o
f D

M
D

’s

u
U

se
 o

f p
re

d
ic

tive
 c

o
d

ing
 &

 a
rtific

ia
l inte

llig
e

nc
e

u
IC

O
 Rep

ort: http
s://ico.org.uk/m

ed
ia/ab

out-the-ico/d
ocum

ents/2617838/ico-rep
ort-on-m

p
e-in-england

-a
nd

-
w

ales-v1_1.p
d

f
u

Sta
tuto

ry c
o

d
e

 o
f p

ra
c

tic
e

 g
o

ve
rning

 w
he

n, w
hy a

nd
 ho

w
 p

o
lic

e
 a

nd
 o

the
r la

w
 e

nfo
rc

e
m

e
nt a

g
e

nc
ie

s use
 m

o
b

ile
 

p
ho

ne
 d

a
ta

;

u
G

re
a

te
r a

w
a

re
ne

ss a
t p

o
lic

e
 le

ve
l o

f D
a

ta
 Pro

te
c

tio
n rule

s e
tc

.

u
M

o
re

 e
m

p
ha

sis o
n d

iffe
re

nt typ
e

s o
f “d

o
w

nlo
a

d
”; b

la
nke

t re
q

ue
sts fo

r full d
o

w
nlo

a
d

s m
a

y b
e

 inc
o

nsiste
nt w

ith D
PA

 
2018.



D
a

ta
 protection

u
The follow

ing cases m
ay be of assistance if faced

 w
ith an argum

ent touching on the C
row

n’s 
obligations und

er the D
ata Protection A

ct 2018:
u

Ba
nk M

ella
tv H

M
 Trea

sury (N
o. 2) [2013] UKSC

 39;

u
R (Brid

g
es) v C

hief C
onsta

b
le of South W

a
les [2019] EW

H
C

 2341 (A
d

m
in)
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